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Worldwide
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A nonprofit foundation 
that works to improve the 
security of software.
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A01 - Broken Access Control

DEMO
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What NOT to do
◎Assume HTTP 

request is 
checked before 
you 
(Microservices) 

A01 - Broken Access Control
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A02 - Security Misconfiguration

DEMO
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What NOT to do
◎Just throw in 

controllers
◎Leave “debug” 

endpoints in prod
◎Leave sanitization 

to the client

A02 - Security Misconfiguration
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A04 - Cryptographic Failures

DEMO
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What NOT to do
◎Just return what 

the DB gave you
◎Store passwords 

with MD5

A04 - Cryptographic Failures
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A05 - Injection

DEMO
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What NOT to do
◎Take parameters 

sanitization for 
granted
◎Pass arguments to 

shell directly

A05 - Injection
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A06 - Insecure Design

DEMO
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What NOT to do
◎Use your internal 

entities for 
requests

A06 - Insecure Design
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There is 
more than 

just your 
code…
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State of the software supply chain
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A03 - Software Supply Chain Failures 

DEMO
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Visual Studio Code
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Visual Studio Code
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What you should do

◎Use strict versions
◎Know your 

dependencies
◎Don’t use packages 

when possible
◎Use tooling for 

scanning
◎Update regularly

Packages
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Educate 
your 
developers!
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Who should be 
responsible for security?
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When: 30 April 2026 @ 19:00
Where: Progress Office (Tsarigradsko Shose)
Price: FREE (and always will be)

Sign up:
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Thank you! Sources

⦿Malicious NuGet Packages 
Stole ASP.NET Data

⦿Axios Supply Chain Attack 
Pushes Cross-Platform RAT

⦿Supply Chain Worms in 2026
⦿Researchers Uncover 

454,000+ Malicious Packages
⦿State of the software supply 

chain
⦿Images
⦿OWASP Top 10
⦿NPM Graph

https://thehackernews.com/2026/02/malicious-nuget-packages-stole-aspnet.html
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https://thehackernews.com/2026/03/axios-supply-chain-attack-pushes-cross.html
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https://thehackernews.com/2026/03/axios-supply-chain-attack-pushes-cross.html
https://thehackernews.com/2026/03/axios-supply-chain-attack-pushes-cross.html
https://www.darkreading.com/cyberattacks-data-breaches/supply-chain-worms-in-2026-what-shai-hulud-taught-attackers-and-how-to-prepare
https://www.darkreading.com/cyberattacks-data-breaches/supply-chain-worms-in-2026-what-shai-hulud-taught-attackers-and-how-to-prepare
https://www.infosecurity-magazine.com/news/454000-malicious-open-source/
https://www.infosecurity-magazine.com/news/454000-malicious-open-source/
https://www.infosecurity-magazine.com/news/454000-malicious-open-source/
https://www.sonatype.com/state-of-the-software-supply-chain/Introduction
https://www.sonatype.com/state-of-the-software-supply-chain/Introduction
https://www.sonatype.com/state-of-the-software-supply-chain/Introduction
https://www.pexels.com/
https://www.pexels.com/
https://owasp.org/Top10/2025/
https://owasp.org/Top10/2025/
https://npmgraph.js.org/
https://npmgraph.js.org/
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