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OWASP Top 10:2025

Welcome to the OWASP Top 10:2025 Release.

The OWASP Top 10 is a standard awareness document for developers and web application
security. It represents a broad consensus about the most critical security risks to web

applications.

About This Release

This is the 2025 version of the OWASP Top 10. This version includes updates based on the latest
data and security trends.

Main Project Page

The main project page has information about older versions and metadata about this project.

Getting Started

Start with the Introduction to learn about what's new in the 2025 version.
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Top 10:2025 List

. A01:2025 - Broken Access Control

. A02:2025 - Security Misconfiguration

. A03:2025 - Software Supply Chain Failures

. A04:2025 - Cryptographic Failures

. A05:2025 - Injection

. A06:2025 - Insecure Design

. A07:2025 - Authentication Failures

. A08:2025 - Software or Data Integrity Failures

. A09:2025 - Security Logging and Alerting Failures

. A10:2025 - Mishandling of Exceptional Conditions
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1. AOl - Broken Access Control

2. AO2 - Security Misconfiguration
3. AO4 - Cryptographic Failures

4. AO5 - Injection

5. AOG - Insecure Design
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AO1 - Broken Access Control ‘



AQO1 - Broken Access Control

What NOT to do

©Assume HI TP
request Is
checked before
you
(Microservices)

@totollygeek



1. AOl - Broken Access Control

2. AO2 - Security Misconfiguration
3. AO4 - Cryptographic Failures

4. AO5 - Injection

5. AOG - Insecure Design

@totollygeek



AO2 - Security Misconfiguration ‘




AO2 - Security Misconfiguration

What NOT to do

©Just throw In
controllers

©Leave “debug”
endpoints in prod

©Leave sanitization
to the client
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1. AOl - Broken Access Control

2. AO2 - Security Misconfiguration
3. AO4 - Cryptographic Failures

4. AO5 - Injection

5. AOG - Insecure Design
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AO4 - Cryptographic Failures ‘



AO4 - Cryptographic Failures

the

What NOT to do

©Just return what

D

©Store passwords
with MD5

53 gave you
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1. AOl - Broken Access Control

2. AO2 - Security Misconfiguration
3. AO4 - Cryptographic Failures

4. AO5 - Injection

5. AOG - Insecure Design
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AO5 - Injection



AO5 - Injection

What NOT to do

O©Take parameters
sanitization for
granted

©Pass arguments to
shell directly
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1. AOl - Broken Access Control

2. AO2 - Security Misconfiguration
3. AO4 - Cryptographic Failures

4. AO5 - Injection

5. AOG - Insecure Design
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AOG - Insecure Design ‘



AOG - Insecure Design

What NOT to do

©Use your Iinternal
entities for
requests
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There s
more than
Just your
code...




‘The Hacker News = -

Threat Intelligence Vulnerabilities Cyber Attacks Webinars Expert Insights Awards

= Q DARKREADING

= InfBsecurity
Magazine

Sign Up
Malicious |

M I CYBERATTACKS & DATA BREACHES
a ware GD News Topics Features Webinars White Papers Podcasts Events & Conferences Directory Q

& Ravie Lakshmanan [}

SU pply Chain ‘“‘U*—‘f‘fu"‘l\'Md"«’dz‘ﬂeHm'ji'Nsws»F‘esearurersqu.vv:r 454,000+ Malicious Open Source Packages
Attackers (A ‘The Hacker News

The Shai-Hulud 2.0 campa

Threat Intelligence Vulnerabilities Cyber Attacks Webinars Expert Insights Awards

version will be exponentiall

ThreatlLabz 2026>
VPN Risk Report

| open Axios Supply Chain Attack Pushes Cross-Platform RAT via Compromised
npm Account

\\
& Ravie Lakshmanan Mar 31, 2026 Open Source / Supply Chain Attack
Py
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State of the software supply chain

1233219 9Bmw

OPEN SOURCE MALWARE PACKAGES LOGGED BY DOWNLOADS ACROSS MAVEN CENTRAL, PYPI, NPM
SONATYPE SINCE 2019 AND NUGET

216% | 65%

RECOMMENDED DEPENDENCY UPGRADE OF OPEN SOURCE CVES WERE LEFT WITHOUT CVSS
HALLUCINATION RATE OBSERVED WITH LEADING LLM BY THE NVD
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.e nug et Packages Upload  Statistics  Documentation  Downloads  Bleg

for pa

©9 ConsoleMagic .

.NET Standard 2.0 | .NET Framework 4.0

.NET CLI PMC PackageReference CPM Paket CLI Script & Interactive File-based Apps Cake

> dotnet add package ConsoleMagic --version 1.9.1

E] README & Frameworks 5 Dependencies % Used By @ Versions Release Notes

Style your C# console output!

Sign in

Downloads Full stats —
Total 69K
Current version 1024

Per day average 250

About

10 Last updated 04/18/2026

g License Info

<» Download package (231.39 KB)
Es Open in NuGet Package Explorer
@ Open in NuGet Trends

Fo Report package

Owners Contact owners
E totollylegit

Style  Styled Qutput
Colourful ~ Colorful  Console
Command Line ASCI
At FlGlet

@ Legit AF. All rights Reserved.

00D
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YOU DONTUSE:.
EXTERNAL DEPENDENCIES

e
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electron
27.0.3 « Public + Published 3 days ago

[5] Readme B code & 3 Dependencies & 1,256 Dependents W 1,107 Versions

<D ELECT

Repositor
£) build | passing | @ chat | 2285 online P y

¢ github.com/electron/electron

7 Available Translations: il E51 EZ (¢ wm 01 = ®® View these docs in other languages on our

Crowdin project. Homepage

@ github.com/electron/electron#readme
The Electron framework lets you write cross-platform desktop applications using JavaScript,

HTML and CSS. It is based on Node.js and Chromium and is used by the Atom editor and many + Weekly Downloads

other apps. 635,911 Vv

Follow @electronjs on Twitter for important announcements. Version License
27.0.3 MIT
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electron
27.0.3 « Public « Published 3 days ago
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Packages

VWhat you should do

©Use strict versions

©Know your
dependencies

©Don't use packages
when possible

©Use tooling for
scanning

©Update regularly

@totollygeek



Educate
your
developers!
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VWho should be
responsible for security?
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JOUJARSP

SOFIA, BULGARIA

When: 30 April 2026 @ 19:00
Where: Progress Office (Tsarigradsko Shose)
Price: FREE (and always will be)

Sign up:
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Thank you! Souf?es\

@Malicious NuGet Packages
Stole ASP.NET Data

@AXxIos Supply Chain Attack
Pushes Cross-Platform RAT

@Supply Chain Worms in 2026

@®@Researchers Uncover
454,000+ Malicious Packages

@State of the software supply
chain

@®@lmages

@®@OWASP Top 10

@NPM Graph
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https://thehackernews.com/2026/02/malicious-nuget-packages-stole-aspnet.html
https://thehackernews.com/2026/02/malicious-nuget-packages-stole-aspnet.html
https://thehackernews.com/2026/02/malicious-nuget-packages-stole-aspnet.html
https://thehackernews.com/2026/03/axios-supply-chain-attack-pushes-cross.html
https://thehackernews.com/2026/03/axios-supply-chain-attack-pushes-cross.html
https://thehackernews.com/2026/03/axios-supply-chain-attack-pushes-cross.html
https://thehackernews.com/2026/03/axios-supply-chain-attack-pushes-cross.html
https://thehackernews.com/2026/03/axios-supply-chain-attack-pushes-cross.html
https://www.darkreading.com/cyberattacks-data-breaches/supply-chain-worms-in-2026-what-shai-hulud-taught-attackers-and-how-to-prepare
https://www.darkreading.com/cyberattacks-data-breaches/supply-chain-worms-in-2026-what-shai-hulud-taught-attackers-and-how-to-prepare
https://www.infosecurity-magazine.com/news/454000-malicious-open-source/
https://www.infosecurity-magazine.com/news/454000-malicious-open-source/
https://www.infosecurity-magazine.com/news/454000-malicious-open-source/
https://www.sonatype.com/state-of-the-software-supply-chain/Introduction
https://www.sonatype.com/state-of-the-software-supply-chain/Introduction
https://www.sonatype.com/state-of-the-software-supply-chain/Introduction
https://www.pexels.com/
https://www.pexels.com/
https://owasp.org/Top10/2025/
https://owasp.org/Top10/2025/
https://npmgraph.js.org/
https://npmgraph.js.org/
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